Developer Operations

Developing on AWS:
Overview



Four ways to use AWS

« With AWS, all services are managed through an Application
Programming Interface (API).

* A user can access this APl in any of 4 ways:

— Management Console
— Command Line Interface (CLI)

— Software Development Kit (SDK)

« SDKs available for many languages (e.g. Python, Java, .NET)
« Designed to simplify things for developers (compared with direct API calls)

— Direct REST-like API calls
 Using HTTP/HTTPS
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Authentication

 Management Console based on Username and Password
(+ optional MFA)

 All other methods based on APl credentials ~ 1AM

User

— Access Key ID & Secret Access Key

Access Key ID: AKIAJ4YAT7URNZPQTEST
Secret Access Key: wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

AWS CLI AWS SDK & API
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Interoperability

" The various access modes can be used interchangeably

= e.g. you could create an instance using Python/boto3, start it using the
CLI and stop it using the management console

* They all use the API| underneath

" Note though that changes made using APl may not appear
immediately in the console (most pages have a 'refresh' button)



Command Line Interface (CLI) format

Service Operation

Parameters
(command) (sub-command)
.
Faill
$ aws ec2 stop-instances --instance-id i-1234567890abcdef0
$ aws ec2 run-instances —--cli-input-json file://./lcf/webserver.json
$ aws help
$ aws ec2 help
$ aws ec2 describe-instances help




Software Development Kit (SDK) libraries for several languages

J|® @

Python (Boto3) .N Java
Android Ruby JavaScript Node.js

= We are using the Boto3 SDK for Python in this module

= This is a library of classes and functions that we can use in our Python programs



Connecting to a Service

e Can use Service Client APl vs Resource API

 Resource API newer and usually recommended
approach



Client API| vs Resource API

Service Client API
* Focused on services
e More low-level

» \What operations can be carried out with the service (e.qg.
EC2 or S3)

» Has objects for request and result data

ecZ2client = boto3.client('ec2')



Client API| vs Resource API

Resource API

 Focused on resources

* More high-level, more object oriented
 Has one class per conceptual resource

 Resource can be a service (e.g. EC2, S3) or an individual
resource (e.g. an instance, a security group, an S3 bucket)

ecZ2resource = pboto3.resource('ec2')



Navigating the Boto3 documentation

 Documentation home:

https://boto3.readthedocs.io documentation

. TABLE OF CONTENTS
e Mix of:
Quickstart
— User guide / tutorial / examples =g, | A sample Tutorial
— Full references Code Examples

User Guides

Available Services

Core References

Customization References



Navigating the Boto3 documentation

« Available Services is most useful reference section
— Select the service you want; e.g. EC2, S3
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Navigating the Boto3 documentation

— And then the specific resource API (or client API)
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DocDB Service Resource

DirectoryService
class EC2. ServiceResource

DynamoDB _ _
A resource representing Amazon Elastic Compute

DynamoDBStreams Cloud (EC2):
EC2

Client import boto3

Paginators ec2 = boto3.resource('ec2’)

Waiters

Service Resource These are the resource's available actions:

ClassicAddress e create_dhcp_options()

DhcpOptions e create_instances()

e create_internet_gateway()
Image

e create_key_pair()
Instance e create network acl()



Navigating the Boto3 documentation

— From which you can look at the detail of a specific method, for example
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DocDB Service Resource

DirectoryService
class EC2. ServiceResource

DynamoDB _ _
A resource representing Amazon Elastic Compute

DynamoDBStreams Cloud (EC2):
EC2

Client import boto3

Paginators ec2 = boto3.resource('ec2’)

Waiters

Service Resource These are the resource's available actions:

ClassicAddress o create dhcp options()
DhcpOptions

e create_internet_gateway()
Image
e create_key_pair()

Instance e create network acl()



Navigating the Boto3 documentation

— From which you can look at the detail of a specific method, for example
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DocDB Request Syntax
DirectoryService
DynamoDB instance = ec.:z.cr‘ea'.ce_lnstances(
BlockDeviceMappings=[
DynamoDBStreams {
EC2 ‘DeviceName': 'string’,
'VirtualName': 'string’,

Client "Ebs': {

Paginators '‘DeleteOnTermination’: True|False,

Waiters ‘Tops®: 123,

'SnapshotId’': ‘string’,
Service Resource 'VolumeSize': 123,
ClassicAddress 'VolumeType': 'standard'|'iol'|'gp2'|'scl'|'stl’,
) 'Encrypted’: True|False,

DhcpOptions 'KmsKeyId': ‘string’

Image },

Instancs ‘NoDevice': 'string’

}s
InternetGateway 1,
KeyPair Imageld="string’,
InstanceType='tl.micro'|'t2.nano'| 't2.micro'| 't2.small' | 't2.medi




